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I. Vulnerability Assessments
The organization to be used in this assessment is University of Maryland University College (UMUC), an institution with developed facilities with open access to students, staff, and visitors. Networks open to public access are increasingly vulnerable to access by unauthorized personnel. Data is exposed to people with malicious intentions. This paper presents the different vulnerabilities found from the assessment of UMUC’s network and propose possible changes such as router configuration, use of firewalls and other application software as solutions to secure the network. 
Browser attacks: The institution’s network is open to attacks affecting the users including the students and the visitors. These attacks trick them into downloading malware disguised as software applications or an update. The perpetrators of these targets operating systems and applications of the network users. Browser attacks can be thwarted by regular updates to both the browser and related applications, such as Flash and Java [1]. The computer users using the network should also be informed to keep their computer browsers up-to-date, enable click-to-play plug-ins, uninstall plug-ins and run an anti-exploit program on their PC. 
Brute Force Attacks: Since it is open to public access, users with malicious intentions (hackers) can attempt to decode passwords through trial and error. This can come as a result of computing power and the use of passwords in a network. The network admin should protect the network server by using strong authentication passwords logins and also ensure that users are informed to protect themselves by changing their passwords often, and by using odd combinations of numbers, letters, symbols, and cases. Limiting login attempts can also help.
Denial of Service Attacks: UMUC network is open to denial of service where users can be denied access to services or information using the network. It succeeds when an attacker overloads the server with more requests than the server can process [1]. This can happen within the network itself or targets the user computers of those using the network, the admin or students, and the visitors. The network can allow the attacker to take control of the computers within the network and use them to flood particular email messages or websites with enormous blocks of data. 
To protect the network from DDOS, the institution’s network admin needs to monitor the packets accessing the server prevent counterfeit packets from accessing the server. It also needs to carry out timely upgrades of the security patches on the host operating system [1]. It should further make sure that it does not run the server very close to the last level of capacity. Anti-virus software, firewalls, and email filters should further be used to ward off a DOS attack and help manage unwanted traffic.
Susceptibility to SSL Attacks: UMUC network is susceptible to SSL attack which intercepts the encrypted data before it can be encrypted, giving the attacker access to sensitive data belonging to the network users [2]. The institution should, therefore, set up a strong network architecture for secure socket layer to establish an encrypted link between a website and a browser, or mail server and a mail client. It is a standard security tech that allows secure information to be safely delivered. An SSL secured website begins with an https different from the institution’s HTTP. 
Susceptibility to DNS Attacks: The Domain Name Server in the institution’s network maintains a directory of the domain names of those accessing different sites using the network, and translates each of these into IP addresses [3]. Spoofing occurs when there’s an introduction of data into the domain name system cache, which causes the name server to return an incorrect IP address. This then redirects the network traffic to an alternate computer selected by the attacker. DNS queries come through port 53, which the UMUC network firewall left open. Essentially, this attacks redirects the institution network users to a bogus website when they attempt to access a genuine site [3]. 
Solutions include using a random source port, and keeping your servers patched and up-to-date. The network admin should further filter the packets entering their network and monitoring and controlling both incoming and outgoing traffic [3]. Access control lists should be put in place to prevent unauthorized addresses from entering the network. Accreditation to encryption should be provided to the network users to allow only those trusted network users to communicate with the institution’s network. 
Backdoor attacks: The UMUC building network architecture is susceptible to backdoor attacks where the computers within the institution network can be remotely accessed by unauthorized persons [4]. These attacks are designed to bypass intrusion detection systems. Through this vulnerability, the computers in the network can be hacked and intruders get access to both the hardware and software components of the computer systems.  Enforcement of strong authentication strategies makes it possible to prevent backdoor attacks. The authentication of the network and computers within the network should be kept secret from unreliable or unknown sources and preventing unnecessary access to the network by any user whether staff, students or visitors [4]. 
Ad-hoc networks: ad-hoc network pose a threat to UMUC’s network security. These are peer-to-peer networks established between computers in a wireless network and therefore do not have an access point in between them [5]. The institution’s networks did not put much consideration into protecting the peer-to-peer networks within its network, therefore, making them susceptible to such attacks. The solution to this, however, is the use of encryption methods by the computer users to provide security by preventing access to their computers [5]. 
The different vulnerabilities that the UMUC network is susceptible to can be evaluated by giving an assessment of the different policy requirements in the institution’s network architecture. One of the weaknesses identified in the institution’s network security is that it has weak security policies. There is therefore, need to define a security policy for UMUC to act as a bridge between the management objectives and particular security requirements. There’s need to inform the users, the staff as well as the management of their obligatory requirements for protecting tech and information assets. There is need further to provide a baseline from which the network systems can be acquired, configured and audited for security compliance policies [6].
Networks open for public access usually comes with different aspects which should be considered while setting it up. While accessing the institution’s network, I realized that most of both the institution data as well as those of the users were at risk of data loss through poor handling practices and susceptibility to being targeted by criminals and other unauthorized actors [7]. With this in mind, the students and every other network user should know which information is under threat. There’s further the need to assess the risks that associated with sensitive data within the network. Additionally, information with commercial value should also be considered under risk and should be considered during risk management. 
Risk management should be embedded in governance research and data to allow the decisions to establish an appropriate sense of balance between the cyber security risk including the nature and potential impact of the risks, the management priorities of data including those allowed to access, and the cost of control implementation, indirect and resource costs [8]. UMUC should, therefore, develop a comprehensive risk management plan that establishes a shared understanding of the possible institutional threats across the network, identify and assess the information assets for their potential risks, enable proportionate targeting of security resources and practices and ensure accountability for every need by security management [8]. 
Essentially, a Risk Management Plan should be developed detailing all the assets, the critical information as well as the way to filter and deal with unauthorized access to the network and information [9]. Within the risk management framework as well is employee or staff training regarding the ways to handle risks within the network. With a comprehensive Risk Management Plan, the university will be ready to handle any case of cyber-attack [9]. 
A critical assessment of UMUC network also drew my attention to a possibility of different incidents that can take place considering its lack of continued business plan. An example of an incident that can take place in the university is where a group of cyber-deviant individuals successfully infiltrates the network and banner systems shutting them down. For UMUC network users to be able to use the network, there has to be an established business continuity plan covering how operations can be brought back to life after such a dreadful incident. 
The core strategic solutions for such incidences covers three procedures including physical solutions, operational and response or recovery solutions. Physical solutions require the installation of processes and equipment that will serve to bypass an interruption. The operational solutions involve changing the manner in which the operations within a network are done in an effort to head-off the impact of an outage [10]. Response recovery solution will also establish timely and effective post-incident tactics that will accelerate the network resumption processes. The business continuity team will further be needed to lead the handling bit of the plan, including testing and exercises with the staff letting them on what to expect and do in case of failure. The business continuity plan solution is of great significance as the institution and particularly network users as they will be able to conduct their operations normally without major disruption or loss of data. 
Access control requirement comes with four different components including authentication, endpoint security, and management. UMUC’s network has no concrete access control rules which the staff, students and the visitors should use while using the institution’s network. The network team should, therefore, identify the drivers for an access control system such as controlling the visitor numbers, protecting the students, protecting the assets, anti-tailgating, and anti-pass back among others. There is also the need to identify who and what is being protected [11]
The solution that should be implemented for the UMUC building should easily integrate into vendor-diverse environments. The institution should adopt an inherently scalable solution with a distributed architecture and a managed approach support that allows it to address their network control access requirements cost-effectively. This delivers an open network access control enterprise solution that will allow the institution to computerize the execution and remediation of acceptable standards in their endpoint security network. The institution should further install a network framework with different capabilities including prevention of illegal user access to both wired and wireless as well as VPN networks, ensuring that the students, visitors and those in the admin using the network uphold compliance with anti-virus, Microsoft Security patches, anti-spyware, custom endpoint security policies and P2P file sharing software [12].
Conclusion
A number of vulnerabilities have been identified within the institution’s computer network. These vulnerabilities are primarily on the network architecture, both in the physical and virtual network. Inability to provide solutions to these vulnerabilities brings susceptibility to UMUC’s network security to be compromised by malicious users. This, therefore means there is a need to propose viable solutions necessary to overcome these threats. The solutions provided ranges from policies, to network designs, access control, and risk management practices. Implementation of these will secure the network by preventing data access to unauthorized users and ensuring that security practices are upheld. 
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